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ABSTRACT: First, the current development status and key technologies were analyzed based on
the definition of a kill web in response to the challenges faced by the utilization of electromagnetic
spectrum resources in the context of the kill web. The basic features of cross—domain interconnec—
tion, dynamic adaptability, anti-destruction, and self-healing of the kill web were summarized.
Second, based on the operational requirements, a study was conducted to investigate how the
communication network supporting kill web should dynamically access frequency bands to enhance
reliable communication and spectrum resource utilization. Finally, based on real datasets, simula-

tion comparisons were performed using commonly used spectrum sensing and prediction models.
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To solve the deficiencies of current deep learning—based spectrum sensing and prediction models,

three solutions were proposed: a spectrum sensing model based on depthwise separable convolu-

tion and feature fusion; a spectrum prediction method based on the Mamba model; and joint spec—

trum prediction—driven spectrum sensing, responding to the challenges of real-time, efficiency,

and low computational complexity faced by the kill web in effective combat performance.
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Fig. 1 Schematics of the characteristics and challenges of
the kill web
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Fig.2 Accuracy of different spectrum sensing models at
low SNR
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Table 1 Comparison of computational complexities of different deep learning models
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