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Table 1 Comparison of physical countermeasure technologies
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Table 2 Comparison of electromagnetic countermeasure technologies
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Table 3 Characteristics of suppression navigation interference signals
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Fig. 3 Summary on cyber-attack-based countermeasures for UAV swarms
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Review on Cyber-Attack-Based Countermeasures for

Distributed Unmanned Aerial Vehicle Swarms

ZHANG Yichi, WANG Le,GAOQO Jiuan, LIU Nanchi, XI Jianxiang "
(Rocket Force University of Engineering, Xi’an 710025, China)

ABSTRACT : With the extension of modern control technologies to unmanned and clustered systems, distributed un-
manned aerial vehicle (UAV) swarms have gained widespread application across multiple domains because of their
flexible deployment and strong adaptability. The abuse of UAV swarms poses an increasingly severe threat to low-
altitude airspace, and distributed UAV swarms present unprecedented challenges to existing low-altitude defense
systems. This paper provided a systematic review of countermeasures for distributed UAV swarms based on cyber
attacks. First, an overview of non-cooperative distributed UAV swarms was provided, highlighting the severe
threat they pose to existing countermeasure systems. Second, starting from the classic swarm countermeasure
methods, this study elaborated on the existing swarm countermeasure technologies from the perspectives of physi-
cal and electromagnetic countermeasures. The advantages, disadvantages, and applicable scenarios of each counter-
measure method were summarized, leading to the introduction of implementation methods for cyber-attack-based
swarm countermeasures. Subsequently, focusing on cyber-attack methods, an overview of current theoretical and
practical researches on cyber-attack methods in swarm countermeasure was conducted. Emphasis was placed on the
operational pathways, mechanisms, and research progress of countermeasure methods based on denial-of-service,
deception, and induced attacks, along with an analysis of the strengths and limitations of these three methods. Fi-
nally, based on the current research status of distributed UAV swarm technology and cyber-attack methods, the
limitations of existing swarm countermeasures were summarized and the future development trends for distributed
UAV swarm countermeasure methods based on cyber attacks were explored. Through the review of existing re-
search and relevant technical methods, this study aims to provide a reference for research and practice in the field of
non-cooperative distributed UAV swarm countermeasures, and promote the development of unmanned low-altitude
defense systems in China.

KEYWORDS.: distributed swarm; cluster countermeasure; unmanned aerial vehicle (UAV); cyber attack; induced

countermeasure
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