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ABSTRACT: To address the issue of text information transmission being easily detected and sto—
len by the enemy on public channels, covert communication can be achieved through text steg-
anography. Compared with traditional text steganography algorithms, generative text steganogra—
phy based on deep learning has advantages in terms of hidden capacity, text quality, and security.
Therefore, the research progress of generative text steganography algorithms based on deep learn—
ing was summarized in this paper by combining natural language processing technologies and steg—
anographic encoding algorithms. First, the characteristics and general process of the generative
text steganography algorithms were summarized, and the processes of information hiding and ex-

traction in generative text steganography algorithms were analyzed, which were all extended to
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generative text steganography models based on deep learning. Relevant evaluation indicators were

categorized and comprehensively introduced. Then, from different directions such as text genera-

tion models, steganographic encoding methods, and application scenarios, the existing algorithms

were summarized from three aspects: neural network models, semantics, and security. The im-

plementation principles and interrelationships of each algorithm were elaborated, and performanc—

es of existing algorithms were compared and analyzed. Finally, the existing work was summa-

rized in terms of four aspects: hidden capacity, text quality, semantics, and security. Based on

existing problems, corresponding solutions were proposed, and future development trends were

discussed.

KEYWORDS: network security; information hiding: deep learning; generative text steganog—
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