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ABSTRACT: To satisfy the requirements of clock synchronization and synchronization time secu-
rity for radar echo simulators, a PTP (Precision Time ProtocoD and the SM4 encryption algo-
rithm were implemented on a FPGA (Field Programmable Gate Array) to achieve system clock
synchronization between echo simulators. The PTPv2 protocol version was adopted for imple-
mentation of the PTP. The PTP master clock and slave clock modules were designed on the FP-

GA, enabling echo simulators to be configured as PTP master clocks or slave clocks according to
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the actual demands during networking. In the design of the PTP master clock control engine,
overtime control was adopted to prevent the PTP master clock from receiving abnormal delay re-
quest messages during clock synchronization interaction, which resulted in the freezing of the
state machine. Normalization to nanoseconds was used to improve the calculation accuracy of the
clock offset. The encryption and decryption modules of the SM4 encryption algorithm were de-
signed using the System Verilog language to encrypt and decrypt the timestamp information, and
meet the security requirements of timestamp information transmission. The PTP protocol messag—
es were encapsulated at the transport layer by using the “PTP over UDP over IPv4” method to
enable the reception and transmission of PTP messages through Ethernet. Finally, a clock syn-
chronization system was designed and implemented on the AMD XC7K325TFFG676 FPGA
chip. The test results show that the clock synchronization system is stable in terms of perfor—

mance, and the synchronization error was less than 500 ns in the direct connection, meet ing the
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Table 1 Structure of sync/delay_req message

Bits
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7 6 5 4 3 2 1
oSk 34 0
AN [ 8 10 34
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Table 2 Structure of follow_up message

Bits
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Fig. 2 Block diagram of the clock synchronization system of the echo simulator
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Fig. 11 Processing logic of round_fun module
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